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Security Studies

Cybersecurity o-----------------oeeooommmneee

One of the strategic areas under the purview of the Ministry of Intelligence is cyberse-
curity and countering cyberattacks. Cyberattacks are typically carried out by hacker
groupsaffiliated with organizations, hostile governments,and, in some cases,indepen-
dent criminal groups. These actions are often politically motivated or financially driv-
en, targeting the infrastructure of the industrial, governmental, and banking sectors.
The Ministry of Intelligence is one of the responsible bodies for countering these acts
of cyber disruption. In one of the announcements by this entity during the riots of the
pastyear; effortstoinfiltrateand disruptIranian cyberspacebyanti-Iraniangroupsand
cyber defense activities were highlighted.

Counterintelligenceand o------------------
Striking Against Foreign
Services

Counterintelligence operations against enemy services, in conjunction with
cooperation with security organizations from friendly countries, are
among the responsibilities and actions of the Ministry of Intelligence.
Over the past two years, numerous successful counter-spy opera-
tions have been carried out by this organization. Some of the most
notableinclude the arrest of Alireza Akbari, a spy for the English ser-
vice (MI6), the discovery of a Zionist espionage network connected to
Kurdish groups, and the disruption of an explosion operation at an in-
dustrial facility, all of which dealt significant blows to MI6 and Mossad. Addi-
tionally, the arrest of ten individuals connected to foreign services in Bushehr,
the detention of two European spies involved in organizing cultural protests, the
arrest of a Swedish spy, and the discovery and dismantling of six operational Mos-
sad teams in several provinces, resulting in the discovery of hundreds of handmade
explosive devices, multiple firearms, and grenades, were among the most significant
achievementsinthe field of counterintelligence in the pasttwoyears.

Countering o--------------momosmmmnnoocooone
Industrialand Defense
Sabotage

Sabotage in the country's industrial centers poses a significant security threat. It in-
volves actions such as bombing production units, hacking production lines, and de-
ploying drones to target these facilities, among others. Attempts to target factories in
the defense industry have been one of the enemy's strategies over the past decade. As
an example, in February 2023, the Ministry of Intelligence, in ajoint operation with the
Intelligence Organization of the IRGC and the Information Protection of the Ministry of
Defense, thwarted one oftheseacts of sabotage targeting defense industries.

Countering o-------------ooomome s
CivilUnrest

Launchingriotsundervarious pretexts to destabilize countriesis one of the longstand-
ing strategies of the US-led global hegemony system. Conversely, predicting, prevent-
ing, and countering the tools of civil unrest are among the most critical tasks of the
Ministry of Intelligence. Throughout the history of the Islamic Revolution, foreign in-
telligence organizations have made numerous attempts to foment unrestin Iran under
various pretexts. Examples include the communist uprisings, armed Turkmen-Sahra
insurgency, Arab separatistmovements, theJune 20thuprising,and the unrestin 1999.
The Ministry of Intelligence has been one of the primary institutions responsible for
predicting, preventing, and countering these acts of unrest since its inception in the
summer of 1983. During the pasttwo years of the thirteenth government, several con-
spiracies to destabilize the country have been thwarted by the Ministry of Information
officials, ranging from preventing labor gatherings and arresting those who exploited
cultural demands to striking against domestic and foreign elements involved in the
autumn riots of 2022. Countermeasures include dismantling networks organized by
leaders, discovering hideouts and safe houses of terrorists, uncovering weapons and
explosive equipment, identifying sources and methods of financial support for disrup-
tors, information warfare against foreign services, and uncovering communications
of organic agents and actors of unrest. Detailed accounts of the actions taken by this
ministry in this area can be found in their comprehensive statements jointly released
with the IRGC Intelligence Organization and other announcements and statements of
this security entity.

CoUNtering o-----mmmmmm e
Recruitmentand
Diversion of Elites

employing these capacities to destabilize
the country, and identifying the economic
and industrial vulnerabilities for impos-
ingsanctionsintheseareas. Ifwe examine
the names of Iranian entities and think
tanks in the United States with anti-Iran
positions, we can identify a relatively
new generation of Iranians who explicitly
adopt anti-Iran positions. They provide
economic and industrial information to
hostile governments, including the Unit-
ed States, for intensifying and expanding
sanctions.

The Ministry of Intelligence is obliged to
counter illegal and unlawful propagan-
da campaigns to recruit elites and, more
broadly, prevent the wavering of individ-
uals to foreign countries. In one of the an-

nouncements of this ministry earlier this
year, it was reported that an international
network recruiting Iranians abroad, con-
nected to sensitive entities in the country,
hadbeen dismantled. The announcement
provided the followingexplanation:

"To inform the noble Iranian people, it is
hereby announced that during the ongo-
ing pursuit of the objectives and intelli-
gence-operational activities of hostile in-
telligence agencies, information from the
heavy and specific concentration of one
ofthe services on Iranians abroad was ob-
tained. Continued surveillance and infor-
mation gatheringactivitiesinaforeignen-
vironment revealed that among Iranians
moving abroad, individuals with respon-
sibilities in various positions or access to

important information in the country's
sensitive organizations and institutions
and individuals with special expertise
in various fields were subject to focused
surveillance by the service in question.
The said service would convey the names
of the target individuals among Iranians
abroadtoahead of cell who,in turn, would
pass them on to their contacts. Eventually,
thisinformationreached the executives of
the networkand, in the same sequence, to
intelligence operatives in several organi-
zations and agencies in the country. The
individuals in charge of these organiza-
tionswould,inanillegaland unauthorized
manner, extract the information gathered
regarding the subjectand provide it to the
agents."
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the mostimportantactions
and achievementsin
2021-2023byVAJA

2021

September 15: Strike againstaterroristgroup.

September 27: Annihilation of a terrorist cell affiliated with Mossad
and elimination ofitsleader.

September 28: Blow to the "Money King" cryptocurrency scam net-
work.

October 3: Identification of counterfeit titles, such as antique expert,
real estate,and automotive.

October 11: Arrest of 10 individuals linked to foreign services in
Bushehr.

October 31: Announcement of the destruction of 78 arms smuggling
networks

November 6: Dismantlingofanorganized pyramid scheme fraud net-
work called "Unique Finance" in 19 provinces.

November 12: Discovery of 25 tons of various narcotics in Zahedan.

2022

January 4: Identification of a large-scale smuggling operation of
household appliances onthe northwesternborders ofthe country.
January 10: Disruption of a land-grabbing and document forgery
gang.

February 19: Detention of individuals involved in forging official ti-
tlesand documents.

March 14: Elimination of two terrorist teams affiliated with foreign
servicesinBaluchistan.

April18: Announcementofthe discovery of 110 tons of various tradi-
tionaland industrial narcotics

May 11: Arrest of two European spies linked to the organization be-
hind cultural protests.

May 14: Blockingof 9219 unauthorized accounts.

May 28: Uncovering 7 trillion tomans worth of strategic smuggled
goods.

July 13: Arrestofmembersofaseparatistterroristgroupinthenorth-
westofthe country.

July 23: Discovery of a Zionist espionage network involved in sabotage
operationsrelated to Kurdish groups with theaim of causingexplosionsin
one ofthe country'sindustrial centers (asignificant operation).

July 25: Uncoveringa 139-member forgery and economic corruption
network.

July 30: Arrestofa Swedish spy.

August 1: Arrestofthe core ofthe promotion ofimmodesty within the
Baha'isect.

August4: Arrest of 10 members of terrorist Takfiri groups during the
Muharram.

August17: Arrestofacross-borderterrorist.

September 30: Issuance ofa statementregarding the nature of riots.
October 24: Announcement regarding the rumor of hacking of the
VAJAwebsite and countering cyberattacks.

October27:Issuance ofajointclarification statementby the Ministry
of Intelligence and the Sepah Intelligence Organization regarding the
three-stage coursesbefore, during, and post-turmoil.

October 30: Arrestofterroristattack elementsat Shah Cheragh shrine.
December 6: Identification of operational nuclei of the hypocrites.
December 13: Arrest of individuals involved in the assassination of
Mullah Abdul Wahid Rigi.

2023

January 1: Discovery of the financial and equipment supply network
ofthehypocrites.

January 9: Discovery and destruction of 6 operational Mossad teams
inseveral provinces ofthe country.

January 10: Arrest of Alireza Akbari, an agent of the British intelli-
genceservice.

February 9:Joint operation by the Ministry of Intelligence and Sepah
Intelligence Organization to neutralize sabotage at one of the indus-
trial centers.

March 8: Statement by the Ministry of Intelligence regarding the dire
situation of some studentsin certain schoolsinthe country.

March 13: Discovery of explosive equipmentand sabotage on thelast
Wednesday of the year.

April 28: Detailed statement by the Ministry of Intelligenceregarding
incidentsinthe country's schools.

May 5: Strike against 23 currency disruption networks.

May 22: Destruction of the networkrecruiting Iranians abroad.

July 2: Liaison with European intelligence agencies and a blow to the
Mojahedin-e Khalq (MEK) in Camp Ashraf 3 by Albanian police.

July 23: Annihilation of several Zionistterroristteams and the discov-
ery of43 explosive projectiles on the eve of Muharram.

July 24: Identification of the intelligence and personal identity of a
Quran defilerin Sweden (Salwan Momika).

July 25: Identification and dismantling of 15 organized smuggling
gangs of tobacco productsin 10 provinces of the country.

August 12: Arrest of a Baha'i family network involved in pharmaceu-
tical disruption.

August 17: Arrest of the key terrorist element related to the Shah
Cheraghincidentandannouncementofthedetentionand elimination
of 196 Takfiri terrorists between the two attacks on Shah Cheragh
shrine.

August29: Annihilation of the remnants of terrorist groups affiliated
with Zionistservicesinvarious parts of the country.




